714

IEEE TRANSACTIONS ON SMART GRID, VOL. 14, NO. 1, JANUARY 2023

PDDL: Proactive Distributed Detection and

Localization Against Stealthy Deception
Attacks in DC Microgrids

Mengxiang Liu, Student Member, IEEE, Chengcheng Zhao', Member, IEEE, Jinhui Xia"™, Member, IEEE,
Ruilong Deng™, Senior Member, IEEE, Peng Cheng™', Member, IEEE, and Jiming Chen", Fellow, IEEE

Abstract—With the rapid development of the information
and communication technology in DC microgrids (DCmGs), the
threat of deception attacks has been widely recognized. However,
the stealthy deception attacks, which can hide the actual attack
impact from the system operator as in the Stuxnet accident,
have not yet been well studied. Towards this end, this paper pro-
poses a proactive distributed detection and localization (PDDL)
framework to defend against the stealthy deception attacks. The
attack detection is achieved by observing the attack impact
that is quantified as the voltage balancing deviation (VBD)
and current sharing deviation (CSD) in DCmGs. Once any
anomaly is perceived, the proactive perturbation on primary con-
trol gains (PCGs) will be activated to invalidate the previously
inferred PCGs of the attacker, under which the constructed
stealthy deception attacks may be located by the unknown input
observer (UIO) based locators. To maximize the locatability
of attacks while limiting the induced transient fluctuations on
system states, an optimization problem is formulated to deter-
mine the PCG perturbation magnitude. Finally, the effectiveness
of the PDDL framework is verified through extensive hardware-
in-the-loop (HIL) based simulations and systematic full-hardware
experimental studies.

Index Terms—DC microgrid, proactive detection and localiza-
tion, stealthy deception attack.

I. INTRODUCTION

ITH the popularity of DC DERs and DC loads includ-
Wing the photovoltaic unit, battery unit, electrical vehi-
cle, data center, etc. [1], [2], the DC microgrid (DCmG), which
is an important branch of the microgrid, is expected to play
a vital role in the future distribution system. To efficiently
coordinate the DERs in microgrids to achieve the system-level
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tasks including voltage balancing and current sharing, the com-
munication and computation capabilities are indispensable [3].
At the same time, the adoption of open standard communica-
tion protocols [4] and the support for numerous remote access
points (such as dial-up, VPN, and wireless) [5] inevitably
expose DCmGs to the threat of various cyber vulnerabilities.

The security accidents like the Stuxnet and BlackEnergy
indicated that the attacker could intrude into the cyber network
by exploiting zero-day vulnerabilities and tamper with com-
mands to affect the power system. The Stuxnet accident was
reported to ruin almost one-fifth Iran’s nuclear centrifuges by
causing them to spin out of control [6]. The BlackEnergy acci-
dent caused approximately 225,000 customers to lose power
across various areas in Ukrainian for three hours [7]. Once
the attacker intrudes into the cyber network of DCmGs, then
she/he could easily deteriorate the control performance and
even destabilize the voltages and currents [8].

Compared with the general distributed multi-agent
system model [9], the DCmG has extra cyber-physical
interconnections among DERs, with which the analysis
of cyberattacks and the design of corresponding defensive
strategies would be more challenging. Hence, considerable
attention has been paid to the unique cybersecurity issue in
DCmGs. Roughly speaking, the existing literature focuses on
either the detection and localization of cyberattacks or the
resilient control under cyberattacks [10], [11], both of which
play an important role in defending against cyberattacks.
Here, the detection and localization method aims to perceive
and isolate the compromised components to mitigate the
attack impact [12]. The cyberattacks can be generally clas-
sified into the denial-of-service (DoS) attack and deception
attack [13], where the DoS attack blocks the data transmission
in the communication link and the deception attack injects
biases into the payloads of transmitted data packets. The
deception attack, which can be further divided into the false
data injection attack (FDIA) and replay attack, has stronger
stealthiness than the DoS attack.

In this paper, we mainly focus on the detection and
localization of the deception attacks in DCmGs and the
relevant literature review is as follows. Considering the
cybersecurity issue in the distributed load shedding proce-
dure of microgrids, Yan et al. proposed an unknown input
observer (UIO) based detector to perceive the FDIAs [14]. To
improve the resilience of the distributed economic dispatch
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in cyber-physical DCmGs, Cheng and Chow proposed a
reputation-based distributed detection and localization method
against non-colluding and colluding FDIAs [2]. Given the
deception attacks faced by photovoltaic farms, Zhang et al.
proposed a physics-data-based detection and localization
method using the power electronics-enabled harmonic state
space models [15]. To exclude the vulnerability of the dis-
tributed microgrid control framework to the hijacking attack,
which is comparable to the replay attack as they both replace
original data with new one, Sahoo et al. proposed a novel
distributed screening methodology for attack detection [16].
Considering the threat of the concurrent attack that com-
promises the local and communicated data simultaneously,
Zhang et al. proposed an energy-based detection method using
the ensemble empirical model decomposition method [17].
For the awareness of deception attacks in the distributed volt-
age control architecture of DCmGs, Shi er al. proposed an
analytical consistency-based anomaly detection scheme [18].
To address the vulnerability of a well-planned set of bal-
anced FDIAs that do not violate the control objectives of
DCmGs, Sahoo er al. proposed a cooperative vulnerabil-
ity factor framework to locate the compromised DER [19].
To enhance the resilience of the distributed voltage and
frequency control against FDIAs in microgrids, Mustafa et al.
proposed a Kullback-Liebler divergence-based criterion for
attack detection [20]. Yang et al. designed a novel non-invasive
intrusion detection and localization system for the controllers
of DCmGs, based on a set of control invariants [21], [22].
Zhao et al. designed a dynamical detection method with an
updated threshold to detect and locate the FDIAs against
variable-speed wind turbines [23]. Based on the aperiodi-
cally intermittent control strategy, Zhou et al. proposed a
timely detection and localization scheme against the FDIAs in
islanded microgrids [24]. By twining the UIOs and Luenberger
observers, Gallo et al. proposed a distributed detection scheme
against the deception attacks in DCmGs [25].

However, the above mentioned literature does not con-
sider the possibility of the intelligent attacker, who can first
obtain some knowledge of the system model (including system
parameters, control gains, defensive strategy, etc.) and then
carefully designs a stealthy attack strategy to achieve his/her
malicious goals in an unperceived way. We consider two well-
known stealthy deception attacks, i.e., the zero trace stealthy
(ZTS) attack [26] and Stuxnet-like attack [27], [28]. The
ZTS attack is designed by simulating the system dynam-
ics of DCmGs when the attacker has full knowledge of the
system model and detection scheme. The Stuxnet-like attack
includes two parts. The first part affects the normal operations
of DCmGs by tampering with the current measurement, and
the second part replays the historical normal data to hide the
bad status from the upper host. The idea of proactively per-
turbing the parameters of power lines has been widely adopted
in defending against the stealthy FDIAs in power system state
estimation [29], [30]. To defend the stealthy deception attacks
in DCmGs, Liu et al. proposed a converter-based moving
target defense (CMTD) strategy, where the primary control
gains (PCGs) are proactively perturbed [12]. Nevertheless, the
CMTD strategy has the following three limitations: 1) the
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PCG perturbation needs to be frequently activated, which
may induce many useless fluctuations; 2) a systematic design
method that determines the PCG perturbation magnitude is
not provided; 3) the feasibility of CMTD on the full-hardware
testbed is not validated.

In this paper, we propose a novel proactive distributed detec-
tion and localization (PDDL) framework against the stealthy
deception attacks in DCmGs. The contributions of this paper
are summarized as the following aspects:

o Two attack detection indicators, i.e., voltage balancing
deviation (VBD) and current sharing deviation (CSD), are
established for each DER to quantify the attack impact of
stealthy deception attacks on the two control objectives
in DCmGs. Specifically, the dynamic average consensus
(DAC) observer is employed to estimate the average point
of common coupling (PCC) voltage in a distributed man-
ner, and the sliding time window (STW) technology is
adopted to decrease the impact of daily operations on
VBD and CSD.

e The PCGs are perturbed with the optimal magnitudes,
which are determined by maximizing the locatability of
attacks while limiting the induced transient fluctuations
on PCC voltage and currents, to expose the compromised
DERs to the UIO-based locators. Concretely, the locata-
bility of attacks is quantified as the residual increments of
UIOs under PCG perturbation and the induced transient
fluctuations are quantified as the primary control input
(PCI) variations caused by PCG perturbation.

« The attack detection and localization phases are integrated
into a PDDL framework, where the PCG perturbation will
be activated once any anomaly is detected. Moreover, the
PDDL framework can be easily deployed in the upper
host and requires no extra installation cost.

« Extensive hardware-in-the-loop (HIL) based simulations
and systematic full-hardware experimental studies are
conducted to validate the effectiveness of the proposed
PDDL framework.

II. CYBER-PHYSICAL DCMG MODEL AND
VULNERABILITY ANALYSIS

In this section, we illustrate the Cyber-Physical DCmG
model and analyze the cyber vulnerability of DCmG.

A. Cyber-Physical DCmG Model

DCmGs are typical cyber-physical systems that contain
a variety of interconnected devices that sense, control, and
supervise DERs, loads, and power distribution devices [31].
The detailed structure of DCmG is shown in Fig. 1. The
control layer includes controllers that receive inputs from sen-
sors, process the inputted data through control algorithms,
and send the output data to buck converters. The supervisory
layer includes upper hosts that supervise the local statuses of
DERs by observing the data from controllers [32]. Besides the
local capabilities, the cyber networks among controllers and
upper hosts enable their data transmission capabilities, which
promote the achievement of global control and supervisory
objectives. The corporate network, vendor personal, and site
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Fig. 1. This figure illustrates the structure of the cyber-physical DCmG.

engineer can get remote access to the DCmG through dial-up,
VPN, or wireless connection [5].

This paper mainly considers the isolated DCmG that oper-
ates in the independent mode. DER i is composed of a DC
voltage source (representing the renewable energy source,
RES), a buck converter i, and a series RLC filter (described
by resistance Rﬁ,l inductance Ly, and capacitance Cf;). DERs
i and j are connected through a power line with non-zero
impedance (R;;, L;;). Buck converter i regulates the source volt-
age V> to supply the ZIP load at PCC i through a RLC filter.
The ZIP load includes the constant impedance load (Z;), con-
stant current load (Iccri), and constant power load (Pcpr;).
Since the PCC voltage V; is kept near the nominal reference
value V,,r; [33], it is reasonable to linearize the constant power
load as

PepLi P
Icpri = — CZPLI Vi 2 &)
ref i Vie.i

where Icpp; is the linearized current load for the constant
power load. Then, the linearized ZIP load can be repre-
sented by impedance load Zj; and current load [I; [12].
After adopting the Kirchhoff voltage and current laws and the
quasi-stationary line (QSL) approximation (L; ~ 0) [34], the
physical dynamics of DER i € o are obtained as

T = 2Li(0) + Ljeyet o (Vi = Vi) +

Vi
_ CLﬁ Ip; %) 2
() _ LLﬁVi(;) - () + Llﬁvxi(t)’

where [31 signifies the source current from RES and R;; is the
resistance of the power line connecting DERs i and j. Let
xi(H) = [Vi(0), L;i (@), vi(©)]T be the state vector, where v;(¢) is
the integral of the PCC voltage tracking error, the following

IThe subscript f denotes the electrical elements of RLC filter.
2The subscript s denotes the source voltage/current from RES.

DER Buck Converter

linear state-space (SS) dynamic equations are obtained:

{ xi(1) = Aixi(t) + biui () + Mid; (1) + &;(t) + w;(1),
Yi(®) =x;(t) + p; (D),

where y;(¢) is the output vector, d;(t) = [I1;, Vier,i + ai(O)]T
denotes the exogenous input vector, and u;(f) = V;(t) and
a;(t) signify the primary and secondary control inputs, respec-
tively. Vectors |w;(f)] < ®; and |p;(t)] < p,; denote the
bounded process and measurement noises, respectively. The
term &;(r) = Zjez el Ajix;(t) accounts for the electrical cou-
plings among DERs. The physical network among DERs
is denoted by a weighted undirected graph (WUG) ¥, =
(o, &}, where o7 is the set of DERs and &; is the set of
power lines connecting them. DERs i and j are neighbors if
the power line satisfies {i,j} € &, and the set of neighbors
of DER i in ¥,; is represented by Jl{el. The weight of {i, j} is
RL,-,-' Moreover, the involved matrix parameters are

3

~7G " Lt mg G O
Aji = —é - i—j; 01

i -1 0 0

‘—é() R@ 0 0
Mi=] 0 0. 4= 0 0 0
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Under appropriate simplifications, the original complex
and nonlinear dynamics of the DER can be described by
the derived linear SS model (3), which effectively captures
the local dynamics (responses to load variations) and the
interactive dynamics (responses to plugging-in/out of DERs).
Based on the linear SS model, the feasibility of many advanced
applications like the plug-and-play robust control [35], self-
sustained and flexible control [36], and distributed attack
detection [25] can be easily investigated, providing theoret-
ical guarantee for the deployment of these applications in
future DCmGs. Besides, the linearity of the SS model makes
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TABLE I
COMMON VULNERABILITIES OF THE CYBER-PHYSICAL DCMG

Application Software

Communication Network

Field Device

Improper input validation

Poor code quality

Inadequate access control

Insufficient verification of data authenticity
Poor patch management

Insufficiently protected credentials

Weak firewall rules

Inadequate segregation and segmentation

Weak access control of wireless communication
Adoption of open standard protocols

Weak encryption mechanism

Unprotected physical access
Improper device configuration
Inadequate firmware protection
Lack of tamper-resistance hardware

Poor host-based intrusion detection

it possible to apply mature linear control theory to the design
of primary controllers and observer-based anomaly locators.
Hence, the linear SS model (3) is adopted in this work.

The calculation of the PCI u;(r) is completed through a
feedback controller, i.e.,

wi(t) = Vii(t) = ki y (1) =k xi() + & p; (0, (4)

where k; = [kp1, kii2gs k[i3]]T is the PCG vector and should
satisfy

k[,’]] <1
ko] < Rg
0< k[ig] < Ii(k[il] — 1)(]([1'2] — Rﬁ)

®)

to guarantee the voltage stability [33]. The secondary control
input «;(?) is calculated with the following consensus scheme

15°0 1)
)=kt Y ( e e )
Sj si

. r.c
jeN;

(6)

where Isrjfc(t) is the current measurement of DER j communi-
cated to controller i, I;7° > 0 and I;Y° > 0 are rated currents of
DERs i and j, respectively, and k; > 0 is a parameter invariant
among DERs. The communication network among controllers
is denoted by a WUG ¥ = {7, &}, where set & collects
all communication links and the weight of {i,j} € &/ is afj’c

According to [37], the two control objectives of the DCmG,
i.e., voltage balancing and current sharing can be achieved if
Assumption 1 is satisfied.

Definition 1 (Voltage Balancing): Voltage balancing is
achieved if (v(oc0)) = V,p, where v(t) = [V1(D), ..., Vn()]T
and V,, is the operating point set by the tertiary control layer.

Definition 2 (Current Sharing): For the equivalent ZIP
load, current sharing is achieved if 1“15—39 = IVISZO ) Vi, je d.

Assumption 1: The average of nominal reference PCC volt-
ages is equal to V), i.e., 1%, vazl Vref,i = Vop. The WUGs 9.
and ¢ are both connected, and they have the same topology

1%

and edge weights. The ZIP load verifies Pcpr; < Zf 4

B. Cyber Vulnerability Analysis

Cyber vulnerabilities are flaws that may be exploited by
the attacker to penetrate into and cause physical damage
to the DCmG. Cyber vulnerabilities could exist across the
cyber-physical DCmG, ranging from the application software,
communication network, and field device. The common cyber
vulnerabilities are summarized in Table I [38], [39].

1) Application Software Vulnerabilities: Improper input
validation can make the content provided to an application
software grant the attacker unexpected functionalities or priv-
ilege escalation. The attacker thus can achieve remote code
execution, DoS, data manipulation, etc. Poor code quality
refers to the code issues, such as the use of potentially danger-
ous functions and null pointer dereference. Inadequate access
control can be exploited by the attacker to gain unauthorized
access to application functionalities. Insufficient verification of
data authenticity can make an application accept forged and
malicious requests and code. Poor patch management makes
the applications with old versions vulnerable to published and
available exploit code. Insufficiently protected credentials like
the clear-text passwords can be easily leaked to the attacker.

2) Communication Network Vulnerabilities: Inadequate
segregation and segmentation between the internal network
and corporate network allow the attacker to easily gain full
control of DCmGs, which could cause high-level conse-
quences. The vulnerability is becoming severe as the DCmG
requires more and more ancillary information (e.g., weather
forecasts, fuel price) from the external network to optimize
the overall system performance. The widely adopted wire-
less communication options (e.g., ZigBee, Wi-Fi) in DCmGs
largely expand the access points that could be exploited by the
attacker [38]. The open standard protocols (e.g., Modbus, IEC
61850) have also been widely adopted to facilitate the inter-
operability among various vendor products [4]. The inherent
vulnerabilities of these protocols can collectively result in huge
cyber threats. The use of weak encryption algorithm can be
easily cracked by the published attack. Weak firewall rules
can allow unreliable data transmission between the internal
network and external network, and make the remote code
execution on upper hosts possible. The host-based intrusion
detection relies heavily on the normal data transmitted from
the controller, and can be easily invalidated once the controller
is compromised.

3) Field Device Vulnerabilities: Unprotected physical
access of numerous controllers and network devices included
in the DCmG makes it possible for the attacker to inject
malicious code into controllers and plug into the internal
network. Improper device configuration can make the security
mechanisms provided by vendors invalidated. Inadequate
firmware protection can make the attacker manipulate the
firmware through either remote network connection or local
joint test action group (JTAG) connection [40]. Lack of
tamper-resistance hardware makes field devices vulnerable
to physical attacks (e.g., information leakage, unauthorized
access) [41].
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Fig. 2.  This figure illustrates the attack tree against the vulnerability of
controller firmware manipulation.

In the cyber-physical DCmG, the controllers play an impor-
tant role in connecting the cyber part to the physical part. The
controllers observe the operation statuses of DERs through
sensors, calculate commands to buck converters based on
appropriate control algorithms, and feed the status information
back to upper hosts for anomaly supervision. Hence, the con-
trollers are attackers’ primary targets. As illustrated in Fig. 1,
the controller includes two main software components, i.e., the
control logic program and firmware. The control logic program
reads input values from memory and stores the output values to
memory. The underlying firmware is responsible for the inter-
change of these updated values to and from the controller’s
general purpose input/output (GPIO) ports [40]. The mod-
ern embedded devices like the programmable logic controller
are commonly designed with a firmware update feature [42].
Once the controller’s firmware is manipulated, the attacker can
arbitrarily tamper with the output to affect the normal opera-
tions of DCmGs and appropriately forge the input to hide the
bad status from the upper host. That is, the launched attack
can constantly affect the DCmG without being immediately
perceived.

Fig. 2 shows the attack tree against the vulnerability of
controller firmware manipulation. Generally speaking, the
attacker can manipulate the controller firmware through either
online firmware update or local firmware update mecha-
nism. To remotely replace the firmware with the compro-
mised one, the attacker is required to follow the attack
path: intrude into the external network— find the targeted
upper host in the internal network— fully control the upper
host—activate the online firmware update mechanism. To
locally achieve the firmware manipulation, the attacker needs
to get physical access to the controller and connect to
the controller through JTAG interface. After obtaining full
access privilege to the controller, the local firmware update
mechanism can be activated. The compromised firmware is
prepared through the reverse engineering process such that
the cryptographic-based validation methods can be passed
and the modified firmware can achieve attacker’s malicious
intentions [42], [43].
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III. EXISTING SECURITY SCHEME AND
PROBLEM FORMULATION

To perceive the physical damage that may be caused by the
cyber vulnerabilities, the UIO-based locators have been widely
deployed in upper hosts to monitor the data from the upper
hosts. In particular, each UIO-based locator is merely respon-
sible for the local controller, and any triggered attack alarm
can locate the compromised controller. The following sub-
sections are to introduce the UIO-based locator and problem
formulation.

A. UIO-Based Locator

The UIO-based locator is to perceive the local abnor-
mal activities through the observation, i.e., y;(f), from the
controller. After lumping the unknown exogenous input and
electrical coupling vectors into one vector and substituting (4)
into (3), one has

{ Xi() = Aix;(t) + Midi () + 0;(t) + bik] p;(1)

yi(t) = x;(t) + p;(1), (7

where Ay = A; + b,-kiT, d;(1) is the lumped unknown input
vector, Mid;(t) = M;d;(¢) + &;(), and M; is chosen to have
full column rank. The intuition of the anomaly perception is to
check the consistency between y;(¢) and the underlying system
dynamics. To address the unknown inputs, the following full
order UIO is adopted [44], i.e.,

2i(1) = Fizi(t) + Ky, (1)

20 = (1) + Hiy, (1), ®

UIO,»{
where x;(¢) is the estimated system state vector and z;(¢) € R3
is the internal state vector. The UIO parameters F;, K;, H; €
R3*3 should satisfy

T:M; = ¥3>2, (9a)
T, =1 —H;, (9b)

Ki = Ki1 + Koo, (%0)
Fi = TiAyi — Kin, (9d)
K = FiH;, (%)

where K;; should be appropriately chosen to make the eigen-
values of F; all lie within the open left half-plane utilizing (9d).
Given (7) and (8), the analytical expression of the residual
vector r;(t) is obtained as

ri(t) = e""(02i(0) + 03:(0) + Tip; (1),

where 02;(0) = x;(0) — x;(0) + H;p;(0) and o3;(r) =
Joe it (Tiwi(r) + (Tibik] — Kp)pd(r))dr. As matrix F; is
Hurwitz stable, there exist positive scalars k and w such that
llefit|| < ke™™, ¥t > 0, with which one obtains that

Iri(1)] < Fi(t) = ke " (62(0) + 63() + |Tilp;  (10)

always hold in the absence of attacks, where |o2;(0)] <
02i(0) = (I + |Hp; and o3| < &u() =
fo le=Fi | (1T @; + IT,-bikiT —K;i|p;). Once (10) is violated, it is
considered that the integrity of y;(#) is corrupted and controller
i is considered as compromised.
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B. Problem Formulation

The UIO-based locator can largely resist the naive attacker
that arbitrarily designs the bias vector, but merely has limited
performance when facing the intelligent attacker that launches
the stealthy deception attacks [12]. In this work, we aim to
propose a novel PDDL framework against the stealthy decep-
tion attacks that can be easily integrated into the original
supervisory layers.

The controller firmware manipulation means that the
attacker can tamper with the control command Vj;(#), local
measurements I;(f), V;(f), current measurement to the neigh-
boring controllers /;;°(¢), and output vector to the upper host
y;(#). Given the closed-loop primary controller (4), the modi-
fication on V;(¢) will not affect the steady-state PCC voltage
once the tampered V;(f) can be reached by buck converter i.
Hence, this paper considers the worst case where the attacker
may tamper with the following four variables

Li(t) — ;i) + Alfi(t), Vi(t) = Vi(t) + AV{’(r), (11
L0 = 150 + AL (@), y;() — yi(t) + Ay (n), (12)

where AI%(r), AVA(r), AI;*(), and Ay?(r) denote the
injected biases designed by the attacker. The following knowl-
edge is required to design the bias vectors: 1) the converter
electrical parameters Ry, Ly, Cy;; 2) the resistances of the
power lines connected to neighboring DERs Rj; 3) the
equivalent impedance load Zj;; 4) the PCG vector k;.

Remark 1: The first two knowledge is about the electri-
cal parameters and is almost time-invariant, and thus can be
obtained from the insider [45]. The third knowledge is related
to the ZIP load and is forecast based on historical load pro-
files [46]. The last knowledge k; is designed by the system
operator and can vary once the controller is reloaded. Hence,
k; is estimated on-line based on (4) after collecting three sets
of linear independent output vectors y;(t). We note that the
estimation of k; cannot be completed immediately as the col-
lection of data should at least wait for the occurrence of a
daily operation in the DCmG such as the load switch.

Based on the above capabilities, the ZTS attack and Stuxnet-
like attack can be designed.

1) ZTS Attack [26]: (AI%(t) = 0, AV (t) = 0, AL (1) #
0, Ayf (1) # ¥3) In this case, the attacker merely manipulates
the output vector to upper host i and the current measure-
ment to neighboring controllers. In particular, Ay¢(¢) and
AL (), t = T, are constructed as

{ AV () = A Ay () + Mid; (0, My{(T) =F 5)

AL (1) = [0, 1, 0] % Ay% ().

which mimics the dynamics of DER (7) to deceive the UIO-
based locator. Here, T, denotes the activation time of the
attack, and t_lf () signifies the faked unknown input vector by
the attacker.

2) Stuxnet-Like Attack [27], [28]: (AI(t) # 0, AVi(t) #
0, ALL(1) # 0, Ay%(?) # ¥3) In this case, the attacker simul-
taneously manipulates the local measurements I;(7), V;(t), the
communicated one Isr;c, and the communicated output vector
y,;(2). As the preparation step, the attacker will record the nor-
mal output vector y;(t) for ¢t € [Ty, Ty + Tr], where T and
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T, are the start time and length of the record period. When
manipulating the local measurements, the historically recorded
normal output vector is replayed to upper host i to conceal the
attack impact resulted from the corrupted local measurements.
That is,

Ay{ (1) = yi(t — Yre) =y, t = Ty
AVE(r) = [1,0,0] * Ay4(1)
AIL() = AL (1) = [0, 1, 0] % Ay?(p),

(14)

where v, denotes the time shift caused by the replay attack.

Both the ZTS attack [26] and Stuxnet-like attack [27], [28],
which are two well-known stealthy deception attacks, can
bypass the UIO-based locator as either the carefully faked
measurements or the replayed normal measurements conform
the dynamics of DER (7). To defend against the stealthy decep-
tion attacks, the following problems are formulated: 1) How to
design the detection indicators for each DER to perceive the
anomalies caused by the stealthy deception attacks? 2) How
to proactively locate the compromised controllers with limited
transient fluctuations emerging on voltages and currents? 3)
How to integrate the detection and localization functionalities
such that they can be easily deployed in upper hosts?

IV. ATTACK DETECTION PHASE

In this section, two detection indicators are designed to
quantify the present system states’ deviations from voltage
balancing and current sharing. Different from the previous
sections, we adopt the discrete-time forms to demonstrate the
derivations of the two indicators, which can be directly used
in the digital signal based upper host, as the discrete-time
and continuous-time forms of the involved DAC estimator
are totally different. In particular, the variable with super-
script (-)? is used to signify its discrete-time form such as
Vfi (n) = Vi(nTsam), where Ty is the sampling period.

A. VBD and CSD

1) VBD: According to Definition 1, the VBD can be quan-
tified as the deviation of the average PCC voltage (APV)
\_/d(n) = Zf\;l Vlf‘f(n) from the operating point V,,. Since
upper host i € o/ merely knows the PCC voltages of par-
tial DERs, the APV cannot be directly calculated and the
second-order DAC observer is required to estimate the APV.
According to [47], the dynamics of the DAC observer follow

Vi + 1) = V) + Ty e a (00 = Vo ) + Ul + 1)

U+ 1) = UZn) + Ly yne i (U = U ) + VD ),
where 17{”1 (n) is the estimated APV, Ufi(n) is the internal state,
AV )y = AVID ) — AVID (= 1) and AVID () =
Vfl(n) — Vi"(n — 1) are the second-order and first-order dif-
ferences of V¥(n), respectively, and Vf”"(n), UJ‘.i”’C(n) are the
information received from upper host j. Here, the commu-
nication network among upper hosts is denoted by a WUG
G = (o, &'}, where set &' collects all communication links
and the weight of {i,j} is a;;°. The set of neighbors of upper

host i is denoted by .#;““. The following Assumption are
made for ¢ and AVid @ n).
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Assumption 2: The WUG ¢ is connected and the weights
satisfy a;;“ = 1— Zj&%u,ca < > «a, a’j‘ € {0} U [a, 1], where
o > 0 is a constant. Moreover, AVl.d(z) (n) is relatively bounded
and we have max,>o AVl.d @ (n) — ming>o AVl-d @ (n) < 0T,
where 6 > 0 is a constant.

The convergence of /Vid (n) to \_/d(n) is guaranteed via the
following result.

Lemma 1 [47, Th. 4.1.]: Let § be a positive constant and

H+2 .
h = %.3 When Assumption 2 and Tsam € (0, h] are

both satisfied, the DAC observer can finally achieve |\_/d(n) —
Vfl (n)| < 6 for n — oo with the initial states Vl-d 0 = Vid )
and U4(0) = AV (0).

We note that the assumption for AVi(z) (n) is reasonable as
the APV will either be constant or grow like a ramp signal
when single or multiple communication links are compro-
mised, respectively [26]. Moreover, from the expression of 4,
it can be inferred that the steady-state APV deviation (APVD),
defined as

d err
(

00) = Vop — Vi(00), (15)

can be infinitely small if Ty, is small enough. Nevertheless,

d ""(n) cannot be directly utilized for the anomaly detection
as the daily operations in DCmGs such as the load switches
and plugging-in/out of DERs will also result in non-trivial
transient values of /Vid *“""(n). Fortunately, under the daily oper-
ations, we observe that the APVD will finally converge to zero
while the ZTS or replay attacks can induce non-zero steady-
state APVD [26]. To reduce the false alarms resulted from
daily operations, based on the STW technology, the detection
indicator for VBD is derived as

n
= 3 [z, a6
S = —LY,,~1
where L}, € Z is the length of the STW.

2) CSD:
tified as

According to Definition 2, the CSD can be quan-

Z ‘Idu c(n) _I;ii

</€/4fu(

d err

a7

where Id" ¢

upper host j and I :(n) denotes the current measurement
received from controller i. Similar to the derivation of the
detection indicator for VBD, the detection indicator for CSD
is calculated as

(n) is the current measurement communicated from

n

Zm=——

w l=n—Li,,—1

L (), n > L (18)

stw?

where Li,, € Z is the length of the STW.

Remark 2: The STW lengths LW,L’W should be appro-
priately chosen to satisfy the two conditions: 1) To avoid
unacceptable detection delay and computation burden, the
STW length cannot be too large; 2) To make the responses
of daily operations distinguishable from those of attacks, the

3The value of B in [47] is set to 1 as ¢! is always connected.
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STW length cannot be too small. The larger STW length can
better reduce the number of false alarms resulted from daily
operations.

B. Setting of Detection Thresholds

In this subsection, we investigate the setting of the detection
thresholds for 2" (n) and Z!(n) (n > 0), which are denoted by
@iv and @f , respectively. In particular, the thresholds are set to
tolerate the set of the most frequent daily operations &'(n) =
{1(m), ..., 6m)| (M}, where |(n) denotes the occurrence of a
daily operation at time n. Hence, we have

vV _ V
7= n>Lerr,1(g(l)))(eﬁ(0) Zio ™: (19)
7 max D0y M) (20)

n=Liy,.1(0)€6(0)

where Q i) (n) and i“/[(o) (n) denote the responses of VBD
and CSD to daily operation ;(0), respectively.* Under any
single daily operation ;(n) € O(n),Vn > 0, the detection

indicators satisfy

7' < 2. 2 (n) < 7. @D

Once any condition in (21) is violated, it is considered that
there exist anomalies in the DCmG and the enabled warning
signal ¢;"“ =1 is transmitted to the neighboring upper hosts.

Remark 3: Since the compromised controller can only fake
the information communicated to the local upper host and
neighboring controllers, it is difficult for the attacker to antic-
ipate and eliminate the VBDs and CSDs seen from all upper
hosts. Considering the practical situation that the attacker does
not have enough resources to compromise all controllers, the
derived detection indicators can effectively reflect the adverse
impact caused by the attacker. The false alarm and missed
alarm are two metrics regarding the accuracy of the detection
method, which are closely related to the detection thresh-
olds. The larger detection thresholds can tolerate the larger
fluctuations caused by daily operations, implying the fewer
false alarms caused by them. But the larger detection thresh-
olds will result in more missed alarms, i.e., only the stealthy
deception attacks with large enough attack vectors could be
detected. The smaller detection thresholds have the opposite
results. Hence, the detection thresholds should be appropri-
ately chosen to minimize the number of missed alarms while
guaranteeing the small number of false alarms. The proposed
detection scheme can work in DCmGs with large scales if
only the APV can be successfully estimated (i.e., the WUG
@ satisfies Assumption 2.).

V. ATTACK LOCALIZATION PHASE

In this section, we introduce the localization of the stealthy
deception attacks based on PCG perturbation. Once g; = 1
or gjl.”c = 1,Vj € A", upper host i will determine the PCG
perturbation magnitude, after which the perturbed PCG vector
is coded and sent to controller i. The low-cost coding scheme
is adopted to multiply the perturbed PCG vector by a cod-
ing matrix such that it can be hidden from the attacker when

4The response data can be obtained from the historical or simulated data.
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the attacker does not know the exact coding matrix [48]. The
coding matrix is integrated into the control code, and thus
controller i can obtain the original perturbed PCG vector from
the coded one. Moreover, according to Remark 1, the attacker
needs to collect some information that is different from the
current steady state to complete the estimation of k;, and thus
it is reasonable to have the following Assumption.

Assumption 3: The attacker cannot construe the coded com-
mand as the PCG perturbation, and cannot estimate the
perturbed PCG vector immediately.

Hence, the attacker will not adjust the attack strategy imme-
diately when the PCG perturbation occurs, under which the
stealthy deception attacks based on the antiquated PCG vec-
tor are likely to be located by the updated UIO-based locator.
In the following subsections, we will first introduce two met-
rics that quantify the locatability of attacks and the induced
transient fluctuations on system states under PCG perturba-
tion, and then design the optimal perturbation magnitude to
balance the trade-off between them.

A. Locatability of Attacks

The locatability of attacks is quantified as the residual incre-
ment under PCG perturbation. Let k‘:’ be the PCG vector
after perturbation, with which the UIO parameters in (8) are
updated. Then, according to our previous work [12], the resid-
ual increments under the two stealthy deception attacks (13)
and (14) are calculated as follows.

Lemma 2: Given Assumption 3, when the attack vector
Ay{(t) is constructed as (13), the residual increment V¢ > T,
is

t
AF (1) = f FTOT (A — APYAyH(T)dr.  (22)
When the attack vector Ay¢(r) is constructed as (14), the
residual increment V¢ € [Ty, Ty, 4+ Tpe] is

t
P
Ar?ttz(t) — ‘/; eFi (t=1) Tlp (Akl - Ai[)xi(‘[ -

+ £(€X(T0). €(Ta). wi(0). ;). 23)

where € (1) = xi(t — V) — 2 (1) and €;(t) = x;(t — VYy) —
X;(?) denote the state estimation errors with and without PCG
perturbation, respectively, and function vector f(-) denotes the
neglectable impact caused by the initial state estimation errors
and system noises.

Yre)dt +

B. Perturbation Magnitude Optimization

Although the ranges on PCGs (5) can guarantee the asymp-
totic voltage stability in DCmGs, some useless transient
fluctuations on system states will inevitably emerge. We use
the PFI variation after PCG perturbation to quantify the tran-
sient fluctuations of system states, and intuitively the smaller
PFI variation means the smaller transient fluctuation. Since the
steady states after PCG perturbation can be attained within
several seconds, the ZIP loads during the short period can
be assumed invariant. This implies that the steady-state PCC
voltages, source currents, and PCIs before and after PCG

perturbation are the same. Let VSb and Vi{ be the steady-
state PCIs before and after PCG perturbatlon respectively,
K} = [k{1)» K{ip» ki3> and V7 and I; be the invariant steady-
state PCC voltage and source current, respectively. Then, we

have
sb __ yssa
Vsi - Vsi

U
—i—k[,g]V k_Dl]]

(24)

Y S Ly o

kiin Vi + kiizy I i fsi Ky

Sa(zs)

where vf-b and v} signify the steady-state integrals of the PCC
voltage tracking errors before and after PCG perturbation,
respectively. The intuition for the decrease of PCI variation
is to make the PCI after PCG perturbation approach Vi as
much as possible, under which we have

(k[il] - kﬁ-u)"f + (k[iz] - kfiz])(fi =0,

k[,'3] — ka] =0.

Intuitively, if (26) and (27) are satisfied, (25) can hold at
the time when the PCG perturbation occurs, under which the
PCI variation is minimized. However, there exists a nontrivial
trade-off between the maximization of the attack locatability
and the minimization of the PCI variation. By substituting (26)
and (27) into (25), we have vfb = v}, which implies that the
steady-state output vector is not altered by the PCG perturba-
tion. When the attacker simply replays the steady-state output
vector before the PCG perturbation, the updated UIO-based
locator after the PCG perturbation would still be insensitive
to the replayed output vector as it is indistinguishable from
the actual output vector.

Therefore, to maximize the locatability of the stealthy
deception attacks and limit the transient fluctuations on PCC
voltages and currents simultaneously, the realization degree
of (27) is appropriately relaxed as it merely affects the integral
of the PCC voltage tracking error. The optimization problem
is formulated as

(26)
27)

min —P{ 4 ;P (28)
2
s.t. (k[ig] - kﬁﬂ) =&, (29)
kpjjy < ki < 1
ki) < kping <1 Ry, (30)
0 < iz < z; (ki — 1) (kiizy = Ry)
where P?” measures the residual increments
| AFS |5, [[AF2||; and satisfies
p p P b
part — ” T; (Aki —Aki)Ayfvﬂz ” T; (Aki ) i ”2 .31
i -
| Ay, 1,
Pﬁ” measures the extent to which (26) is achieved, i.e.,
. ] 2
P = [(k[m - kﬁu)‘/? + (k[iz] - kﬁz]>1§i] . (32

and w; > 0 denotes the parameter weight that balances the
locatability of attacks and the induced transient fluctuations
on voltages and currents. We note that in P{" the steady-state
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self-constructed attack vector Ay;” and steady-state state vec-
tor before PCG perturbation xf-b = [V, I3, vfb]T are used as
alternatives for Ay{(oo) and x;(t — V), respectively, which
are actually inaccessible to the system operator. In particular,
Ay} is constructed from (13) with a predetermined constant
unknown input vector d}, where the larger absolute value of
element means that it is much more vulnerable to the attacker.
Moreover, inequality constraint (29) requires that the real-
ization degree of (27) should be larger than ¢ > 0, and
inequality constraints (30) describe a subspace of the space
defined by (5), which guarantees the asymptotic voltage sta-
bility after PCG perturbation. Here, kj;; and k;;, are properly
chosen by the system operator to make the local optimum
bounded.

Since the optimization problem (28) with conditions (29)-
(30) is non-convex, finding the global minimum is time-
consuming. In this study, we use the standard fimincon solver
from MATLAB equipped with the interior-point algorithm to
obtain the local minimum, and the initial point is chosen as
the original PCG vector.

Remark 4: The idea of achieving attack localization by
proactively perturbing the control gains could be applicable to
microgrids that adopt different primary control strategies like
droop methods [49], [50]. But many efforts are still required
before completing the application. Two primary issues are
listed: 1) Due to the changes of the system model and control
strategy, the new perturbation manner that does not destroy the
system stability should be investigated. 2) When new local-
ization technologies different from UIO-based locators are
deployed, then the enhancement of the localization capability
under perturbation should also be analyzed. Besides perturbing
control gains, there exist many other similar methods that can
achieve attack localization like adding probe signals to control
commands [51] and injecting watermarking signals into mea-
surements [28]. The choose of the attack localization method
should be determined considering both the system model and
the control strategy and the detailed investigation is left for
our future work.

VI. PDDL FRAMEWORK

As shown in Fig. 3, the PDDL framework combines the
attack detection and localization functionalities. The local-
ization phase will only be activated once any anomaly is
detected, which can largely reduce the transient fluctuations
caused by periodical PCG perturbation [12]. The PDDL frame-
work can be easily integrated into the upper hosts, without
introducing any extra device or requiring any modification on
the communication architecture. Considering the possibility
of the intelligent attacker, who merely causes small devia-
tions on the control objectives, the induced VBD and CSD
may not exceed the detection thresholds. To address the issue,
the detection indicators are also compared with half of the
detection thresholds. Once

74 7
72 (n) > 7 or 7! (n) > 7 (33)

2 2
is successively satisfied for N¢ sampling points, the localiza-
tion phase will be activated to locate the intelligent attacker.
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Attack Localization in Upper Host i
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from DCmG

Return to Attack
Detection

Fig. 3. The overview of the PDDL framework in upper host i.

Actually, there would always be some undetectable attacks and
the above mentioned strategy is to limit the impact that the
undetectable attacks can cause.

The implementation details of PDDL framework are demon-
strated in Algorithm 1. After updating the information from the
neighboring upper hosts Vj € .4/ and controller i, upper host
i first checks the warning signal ;"“. If ¢;*“ from any neigh-
boring upper host is enabled, then the localization phase will
be activated. Otherwise, the two detection indicators @iv, @il
are calculated. The counting variable N” is updated when (33)
holds. If (21) is violated or N" is equal to N9, then the local-
ization phase will be activated and the warning signals ¢;°, o;
will be enabled. Once the localization phase is activated, upper
host i will determine kf by solving (28)-(30). The coded PCG
perturbation G)ikf is transmitted to controller i, after which the
UIO parameters in (8) are updated. Here, ®; € R¥*3 is the
invertible coding matrix. If (10) is violated, then controller i
is considered to be compromised and DER i will be isolated.

A. Commercial Security Solutions

Based on the IEC 62351 standard of security recommen-
dations [4], there already exist some commercial security
solutions like DNP3 security authentication (DNP3-SA) [52],
DNPSec [53], IEC/TS 60870-5-7 [54], and IEC 61850-
90-5 [55], [56] that address the cyber security issues in
power systems. The DNP3 protocol is especially tailored
for the applications in power-related SCADA systems, and
two well-known ones to secure DNP3 are DNP3-SA and
DNPSec [57]. DNP3-SA provides authentication and message
integrity checking capabilities based on challenge-response
Hash-based message authentication code (HMAC) and SHA-2
hashing. DNPSec employs triple data encryption standard (3-
DES) and HMAC SHA-1 to provide authentication, protection
of message confidentiality and integrity capabilities. IEC/TS
60870-5-7 are security extensions to IEC 60870-5-101 and
IEC 60870-5-104 protocols (applying IEC 62351-5 standard)
that are used for telecontrol applications. Similar to DNP3-SA,
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Algorithm 1 PDDL Framework in Upper Host i € o/

Input: The information from the neighboring upper hosts
Vi e A e, ‘A/j”’c(t), U“(0), I;°(1), 0", the
information from controller i, i.e., y;(), the coding matrix
®; € R3*3, and the counting variable N" = 0.

Output: Detection Phase

1 if 0" == 1 then

2 Goto the Localization Phase;

3: end if

4: Calculate the detection indicators @iv and @i[ ;

5: if (33) is satisfied then

6

7

8

9

: N'=N"+1;
. else
: N" = 0;
: end if

10: if (21) is violated or N" is equal to N9 then

11: Set o =1 and ¢/ = 1;

12: Goto the Localization Phase;

13: else

14: Return to step 4;

15: end if

Output: Localization Phase

16: Determine kY by solving (28)-(30);

17: Send the coded PCG perturbation @,-kli7 to controller

18: Update the UIO parameters in (8);
19: if (10) is violated then

20: Isolate DER i from the DCmG;
21: else

22: Return to step 4;

23: end if

IEC/TS 60870-5-7 uses challenge-response HMAC mecha-
nism to achieve the capabilities of authentication and message
integrity checking. IEC 61850-90-5 uses a security mechanism
based on group domain of interpretation (GDOI) to guaran-
tee the confidentially and integrity of messages. In particular,
the confidentiality is achieved by implementing the concept of
perfect-forward security and encryption key rotation between
publishers and subscribers. The message integrity is protected
via digital signatures with asymmetric cryptography.
However, there are still some flaws against these secu-
rity protocols. The availability of messages is not protected
against DoS attacks. For DNP3-SA and IEC/TS 60870-5-
7 protocols, the confidentiality of messages (except the key
update message) is not guaranteed [58]. By using formal
modeling and analysis methods, Amoah et al. revealed a
previously unidentified flaw in the DNP3-SA protocol [59].
The attacker can replay a previously authenticated command
to an outstation with arbitrary parameters. Indeed, it is dif-
ficult to thoroughly eliminate the cyber vulnerabilities of
DCmGs relying merely on the security technologies from
the information technology (IT) domain [60]. For instance,
the standard perimeter-hardening techniques such as firewalls
cannot prevent the exploitations of zero-day vulnerabilities.

723

@
2 & | Prevent Intrusions |
o) -
: £ fons_|
E = Detect Intrusions
v
- g
< Ll o
£ = £
5 = i Restrict the Implications
S = = of Attacks on DCmGs
= a | g
g £ 77 .
o 4
= 2
&L Recover Physical Security
)
=)

Restore Cyber Security

Fig. 4. The defense-in-depth security framework.
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Fig. 5. The overview of the HIL testbed.

B. Defense-in-Depth Security Framework

Considering the cyber-physical feature of DCmGs, addi-
tional security methods dedicated for DCmGs should be
designed and implemented by twining the efforts from both
IT and power domains. Toward this end, Li er al. proposed
a defense-in-depth security framework, which includes three
lines of defense as shown in Fig. 4 [60]. The first line of
defense aims at preventing and detecting cyber intrusions to
protect DCmGs from being maliciously affected. The second
line of defense is to restrict the implications of attacks on
DCmGs once the intrusion into the cyber system is success-
ful. The third line of defense is to restore cyber security while
recovering physical functionalities, if DCmGs are inevitably
affected by attacks. The mentioned commercial secure proto-
cols, which provide authentication, confidentiality protection,
and integrity checking capabilities by adopting the security
methods from the IT domain, belong to the first line of defense.
Once the attacker has successfully intruded into the cyber
system, the proposed PDDL framework, which belongs to the
second line of defense, aims at isolating the compromised
controllers from DCmGs to restrict the attack implications by
twining the cyber and physical features of DCmGs. Hence, the
combination of the commercial security solutions and PDDL
framework has great importance in deeply improving the cyber

Authorized licensed use limited to: Imperial College London. Downloaded on April 02,2023 at 18:39:37 UTC from IEEE Xplore. Restrictions apply.



724

IEEE TRANSACTIONS ON SMART GRID, VOL. 14, NO. 1, JANUARY 2023

TABLE II
DIFFERENCES BETWEEN THE COMMERCIAL SECURITY SOLUTIONS AND PDDL FRAMEWORK

First Line of Defense

Security Methods

Second Line of Defense

Authentication  Confidentiality —Integrity  Availability —Restriction of Attack Implications
DNP3-SA Yes No" Yes No No
DNP3Sec Yes Yes Yes No No
IEC/TS 60870-5-7 Yes No Yes No No
IEC 61850-90-5 No Yes Yes No No
PDDL No No No No Yes

* Yes for key update messages

Fig. 6. This figure shows the overview of the full-hardware testbed, which includes the front and back views. The testbed contains 4 DERs and each DER
comprises the DC supply, buck converter, and ZIP load. Moreover, controller A regulates the output voltages of converters 1 and 2, and the other converters
are regulated by controller B. The data interaction between controllers is accomplished through the CAN bus, and the upper host gets access to the controllers

through the switch.

t=20s, setup of g

t=0s, setup of physical couplings

Fig. 7. This figure shows the evolution of DCmG under daily operations.

security of DCmGs. Table 1II lists the differences between the
commercial security solutions and PDDL framework.

VII. SIMULATION AND EXPERIMENTAL RESULTS

In this section, we demonstrate the setting of detection
thresholds and validate the effectiveness of the PDDL frame-
work through HIL-based simulations and full-hardware exper-
imental studies. Furthermore, the computation time of solving
the optimization problem (28)-(30) tested and comparative
studies are conducted. To implement the UIO-based locator
in the discrete-time signal based upper host, the continuous-
time form (8) is transformed to the following discrete-time
form

Zn+1) = Fizl () + Kyl )

) = z8m) + Hiy (), G4

uIo? {

t=40s, I;; increased by 10%

t=80s, plugging in of DER 3

t=60s, plugging out of DER 3

where Fl‘-i , IA(lfi , Hfi are the discrete-time UIO parameters. The
discrete-time system matrices are set to Azi = eAkiTsam Ml‘.i =
(Ak)~H(AL — PYM; and Tyqm = 1/2000.

A. Setting of Detection Thresholds

In this subsection, we demonstrate the setting of detection
thresholds 921-‘/ and @i’ through HIL-based simulations. In the
HIL testbed, we establish the 6-DER DCmG with a typical
radial topology and widely used electrical parameters as listed
in Table III. We collect the responses of the VBD and CSD
indicators to three representative daily operations, i.e., the load
switch, plugging-out and plugging-in of DERs. Concretely, the
adopted actions that promote the DCmG evolution are summa-
rized as follows: at ¢ = Os, the physical couplings among DERs
are established and the primary controllers are activated; at
t = 20s, the communication network ¢ among real-time con-
trollers is established; at r = 40s, the current loads Iy;, Vi € &
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Fig. 8.
the estimated APV, VBD, and CSD) under the DCmG evolution.

TABLE III
ELECTRICAL SETUP OF DER i AND LINE PARAMETERS
IN THE HIL TESTBED

Parameter Symbol Value
Output capacitance Cy; 1.8mF
Inductance Ly; 2.2mH
Inductor + switch loss resistance Rg; 0.292
Switching frequency fsw 10kHz
Power line resistance R;; 10

are increased by 10%; at t = 60s, DER 3 is plugged out from
the DCmG; at + = 80s, DER 3 is plugged into the DCmG.
For clarity, a graphical illustration of the DCmG evolution is
provided in Fig. 7.

The simulation results are shown in Fig. 8. It is revealed that
the setup of communication network ¢ and the occurrence
of the three daily operations will both cause non-trivial fluctu-
ations on the VBD and CSD indicators. To better differentiate
the impact caused by daily operations from that by attacks, the
length of time windows Ly, and Lg,w is set as 1000. Under
this setting, the fluctuations caused by daily operations can be
totally tolerated by detection thresholds

2V =100, 2! =500,Vi e .

B. Effectiveness Validation on HIL Testbed

In this subsection, we validate the effectiveness of the
PDDL framework against the two stealthy deception attacks
defined in the attack model through HIL-based simulations.
The overview of the HIL testbed is shown in Fig. 5.
Specifically, the SCADA center runs a dedicated software
for the Typhoon HIL 602+ emulator, which is specialized
in the ultra-low-latency, ultra-high-fidelity, real-time emula-
tion of power electronics enabled microgrids [61], and can
edit the model schematic and monitor the real-time operating
status. The Raspberry-PI-based data transmission unit imple-
ments the self-loop TCP/IP Modbus communication link to
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This figure shows the variations of system states (including PCC voltages, source currents, and the actual APV) and detection indicators (including
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Fig. 9.  This figure shows the transient fluctuations caused by the PCG

perturbation at r+ = 20.85s in the full-hardware testbed, where the optimal
perturbed PCGs are designed as kf' =[0.2259, —0.5, 1]T, Vie o.

TABLE IV
ELECTRICAL SETUP OF DER i AND LINE PARAMETERS
IN THE FULL-PHYSICAL TESTBED

Parameter Symbol Value
Output capacitance Cy; 0.492mF
Inductance Ly; 0.5mH
Inductor + switch loss resistance Ry; 0.052
Switching frequency sw 10kHz
Power line resistance R;; 1Q

emulate the communication network in the DCmG. The 6-
DER DCmG with a radial network topology [62] and widely
used electrical parameters as listed in the supplementary mate-
rial is established in the HIL testbed. DER 3 is assumed
to be compromised for demonstration. Given that the orig-
inal PCGs are k; = [0.85,0.01,2]T,Vi e «/, the lower
bounds k) and kj;; are set as 0.5 and —0.5, respectively,
to make the optimum bounded. The parameters involved in
optimization problem (28)-(30) are chosen as w; = 10000
and ¢ = 1. The optimal perturbed PCGs are designed as
kf = [0.8795, —0.5, I]T, Vi € of based on the system states at
t = 40.49s, and the ignorable fluctuations caused by the PCG
perturbation are reflected in Fig. 13.
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Fig. 10. This figure shows the HIL-based simulation results that validate the effectiveness of the PDDL framework against the ZTS attack and Stuxnet-like
attack. The figures in the first row depict the attack impact caused by attacks. The figures in the second row depict the VBD and CSD that perceive the
existence of attacks. The figures in the third row depict the residuals that locate the compromised DER 3. The figures in the fourth row depict the elimination

of attack impact after isolating DER 3.

1) Effectiveness Against the ZTS Attack: In this case, the
attacker designs the injected bias vector based on (13), where
the fake unknown input vector is z_i; [0.5,0.5]T and
T, = 40s. The biases are injected into the measurements
transmitted to upper host 3 and neighboring controller 2.
As shown in (1, 1) and (2, 1) of Fig. 10, voltage balancing
and current sharing are violated and the proposed VBD and
CSD indicators immediately exceed the predetermined thresh-
olds. The attack is first detected by DER 1 at t = 40.49s,
after which the optimal perturbed PCGs are designed as
kK = [0.8795,—-0.5,1]T,Vi € <. According to (3,1) of

1

Fig. 10, the residual vector r3(¢) increases significantly and the
attack is located in DER 3 at almost the time when the PCG
perturbation occurs. After DER 3 is isolated from the DCmG,
voltage balancing and current sharing are reestablished among
the remaining DERs as illustrated in (4, 1) of Fig. 10.

2) Effectiveness Against the Stuxnet-Like Attack: In this
case, the attacker injects constant biases Al; = 0.7A and
AIY* = 0.7A into the local current measurement /;3(r) and
the communicated one I3}°(), respectively, at 7, = 60s. At
the same time, the recorded data at ¢ € [25, 35]s is replayed
to upper host 3 to cover the attack impact. We note that
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Fig. 11. This figure shows the full-hardware experimental results that validate the effectiveness of the PDDL framework against the ZTS attack and Stuxnet-
like attack. The figures in the first row depict the attack impact caused by attacks. The figures in the second row depict the VBD and CSD that perceive the
existence of attacks. The figures in the third row depict the residuals that locate the malicious DER 1.
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Fig. 12. This figure compares the defensive capability of the UIO-based locator [25] against the stealthy deception attacks with that of the proposed UIO-based

locator with PCG perturbation.

the compromised current measurement to the neighboring
controllers is consistent with the current component in the
replayed output vector to upper host 3 as indicated by (2, 2) of
Fig. 10. Moreover, the results in (1, 2) of Fig. 10 indicate that

the compromised DER 3 can deceive other DERs to undertake
more loads for it and voltage balancing can still be achieved.
Nevertheless, from the point view of upper host 3, voltage
balancing is violated as the replayed voltage component is
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(a) Empirically chosen PCG perturbation [12]

Fig. 13.
solving problem (28)-(30).

unequal to the actual PCC voltage. The attack is detected by
the VBD indicator at = 63.35s, after which the optimal per-
turbed PCGs are designed as kf =[0.877, 0.5, 11T, Vi € «.
According to (3,2) and (4,2) of Fig. 10, the compromised
DER 3 can be successfully located by the UIO-based locator
and the control objectives will recover after isolating DER 3.

C. Effectiveness Validation on Full-Hardware Testbed

In this subsection, we validate the effectiveness of the PDDL
framework against the two stealthy deception attacks through
full-hardware experimental studies. The overview of the full-
hardware testbed is shown in Fig. 6, where the 4-DER with
a ring topology is established and the electrical parameters
are shown in Table IV. DER 1 is considered to be compro-
mised for demonstration. Considering that the original PCGs
are k; = [0.2, 0, 2]T, Vi € o7, the lower bounds Ig[l-l] and Ig[m
are set as 0.2 and —0.5, respectively. The parameters involved
in (28)-(30) are chosen as w; = 10000 and ¢; = 1. According
to Fig. 9, where the optimal perturbed PCGs are designed as
kf = [0.2259, —0.5, l]T, Vi € of based on the system states at
t = 20.85s, the induced transient fluctuations on PCC voltages
and currents are trivial.

1) Effectiveness Against the ZTS-Attack: In this case, the
attack vector is designed according to (13) with c_ff =[1,1]T
and T, = 20.85s. The attack vector is injected into the
measurements transmitted to upper host 1 and neighboring
controller 2 simultaneously. The results shown in the first col-
umn of Fig. 11 are similar to those resulted from the HIL
testbed, implying that the proposed PDDL framework can
effectively defend against attack strategy I in the full-hardware
testbed. We note that after the attack is detected, the designed
optimal perturbed PCGs are kf’ = [0.2259, —0.5, l]T, Vie .

2) Effectiveness Against the Stuxnet-Like Attack: In this
case, the attacker injects constant biases AJ{, = 2A and
A" = 2A into the local current measurement I3(f) and
the communicated one 17" (1), respectively, at T, = 20.85s. To
cover the attack impact, the historically recorded steady-state
data is replayed to upper host 1. Here, the compromised cur-
rent measurement to the neighboring controllers is consistent
with the current component replayed to upper host 1, under
which the CSD indicator can finally converge to zero as shown
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(b) PCG perturbation by solving problem (28)-(30).

This figure compares the fluctuations of the empirically chosen PCG perturbation [12] with those of the carefully designed PCG perturbation by

TABLE V
COMPUTATION TIME (MILLISECOND)

Avg.  Max. Avg.  Max.
ki = —1 Ekr1 = 0.5
[i1] 37 33 ~[i1] ’ 33 21
E[iz] =-1 E[iz] = —0.5,
bay =00 g0 K =705 4y
kjigy =0 kjig) =011,

in (2, 2) of Fig. 11. Nevertheless, voltage balancing seen from
upper host 1 is violated due to the inconsistency between
the replayed voltage component and the actual PCC voltage.
According to (2, 2) of Fig. 11, the attack is first perceived by
DER 3 at t = 21.14s, after which the optimal perturbed PCGs
are designed as k! = [0.2259, —0.5, 11", Vi € /. Finally,
the compromised DER 1 is accurately located when the PCG
perturbation occurs as shown in (3, 2) of Fig. 11.

D. Computation Time Test

In this subsection, we test the computation time of solving
the optimization problem (28)-(30) with varying parameters
kii1)» kjip)- The test is conducted on a host equipped with Intel
Core i9-10850K CPU @ 3.60GHz and 32.0 GB RAM. In
each case with fixed parameters, the local optimum to the
problem is solved for 200 times using finmincon from MATLAB,
and the average and maximal computation time are recorded
in Table V. The results indicate that the computation time
is smaller than 50ms, and the online implementation of the
PDDL framework is promising.

E. Comparative Studies

In the HIL testbed, we have compared the PDDL framework
with the two alternative methods from [12], [25] to reflect
the superior defense capability against the stealthy deception
attacks and the significantly reduced fluctuations caused by
PCG perturbation. According to Fig. 12, the ZTS attack and
Stuxnet-like attack can easily bypass the UIO-based locator
proposed in [25]. After integrating the PCG perturbation, the
two stealthy deception attacks can be successfully located
within an acceptable time delay (less than 3.5s). As shown
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in Fig. 13, the empirically chosen PCG perturbation [12]
will induce non-neglectable fluctuations on PCC voltages and
source currents. By solving problem (28)-(30), the fluctuations
of the designed PCG perturbation can be ignorable (reduced
significantly).

VIII. CONCLUSION

In this paper, we proposed a PDDL framework against the
stealthy deception attacks in DCmGs, where the attack detec-
tion is achieved by observing the VBD and CSD and the
attack localization is accomplished through the enhanced UIO-
based locators under PCG perturbation. Once any anomaly is
perceived, the optimal PCG perturbation will be activated to
locate the compromised DERs. Through extensive HIL-based
simulations and systematic full-hardware experimental studies,
it is validated that the proposed PDDL framework can effec-
tively perceive and mitigate the impact caused by the ZTS
attack and Stuxnet-like attack. In our future works, we will
investigate the applicability of the PDDL framework to AC
microgrids.
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