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Abstract—The encrypted controller is a novel and promising
approach for enhancing the security of industrial control systems
[1]. This approach encrypts both the signals that transmitted over
communication channels and the control law, so as to protect
all information of a plant and its controller from attackers.
However, in spite of considerable research efforts [2]-[12], the
encrypted controller is still quite far from its implementation and
application in industrial control systems. In-depth experimental
studies are necessary for bridging the gap between theory and
application of the encrypted controller. In this demonstration,
we present an industrial control system testbed for experimental
studies of the encrypted controller. Moreover, we carry out an
experimental study that improves and evaluates the security of
the industrial control system which comprises the encrypted
controller using the testbed.

Index Terms—Industrial Control Systems, Encrypted Con-
troller, Security Testbed, Experimental Study

I. INTRODUCTION

In recent years, the frequently happened security incidents
related to industrial control systems have made the researchers
aware of the importance and urgency of enhancing the security
of industrial control systems. Specifically, the encrypted con-
troller is a novel and promising approach for enhancement
of the security of industrial control systems. The concept
of the encrypted controller was originally proposed in 2015
[1] and since then the emerging idea has been receiving
progressively more attention. The key idea of the encrypted
controller is to use homomorphic encryption schemes to
encrypt not merely the signals over communication links but
also the control law inside the controller. Compared with the
conventional approach which only encrypts the transmission
signals over communication links, the encrypted controller
enables cryptography-based protection for the controller and
decreases the number of sites that hold private keys. Therefore,
implementation and application of the encrypted controller is
meaningful for achieving the security-enhanced industrial con-
trol systems. However, the existing works about the encrypted
controller mainly focus on the theoretical research, which lacks
the engineering realization and the experimental research in
practical industrial control systems. In order to bridge the gap
between theory and application of the encrypted controller, it
is necessary to build up an industrial control system security
testbed and carry out experimental studies of the encrypted
controller.
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Fig. 1. The physical structure of the testbed.

II. TESTBED

The main goal of the proposed testbed is to support im-
plementation and experiments of the encrypted controller in
industrial control systems. Considering the requirements for
carrying out experiments in practical systems, we carefully
develop an industrial control systems testbed (Figure 1). The
testbed consists of five parts: the controller, the plant, the
encryption/decryption unit, the communication networks and
the upper computer. The controller integrates a PLC (Pro-
grammable Logic Controller) and a PC (Personal Comput-
er) to perform the calculation of the encrypted control law.
The plant includes not only a simulator for virtual plants,
but also a interface for physical plants, to provide various
types of controlled objects. The encryption/decryption unit
implemented by a PC-based solution is used to encrypt and
decrypt the messages that are exchanged between controller
and field devices. In our testbed, there are two communication
networks: field network and control network. The controller
communicates with sensors and actuators through the field
network. The controller communicates with the upper com-
puter via control network. The upper computer enables us to
visualize and control industrial processes. Meanwhile, for the
convenience of the experimental research in the testbed, we
provide a framework for rapid application development. The
testbed serves as a powerful tool for verifying, evaluating and
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improving the encrypted controller theory. Further, it features
fidelity, flexibility and user-friendliness.
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Fig. 2. The schematic diagram of the improving scheme.

III. DEMONSTRATION

Although the testbed can be used for different experi-
mental studies of the encrypted controller, this demonstra-
tion focuses on improving and evaluating the security of
the industrial control system which comprises the encrypted
controller. As a cryptography-based approach, the encrypted
controller encrypts both the signals over communication links
and the signals inside the controller to enhance the security
of industrial control systems against attackers. However, the
encrypted controller is hard to respond to attacks actively and
the industrial control system which only uses the encrypted
controller is hard to protect against several attacks such as
false data injection attacks. In order to improve the security
of the industrial control system which uses the encrypted
controller, this demonstration presents an improving scheme
(Figure 2) that combines the encrypted controller with the
intrusion detection system and is able to very well display
respective advantages of these two approaches. Further, the
improving scheme makes the encrypted controller and the
intrusion detection system stimulate one another for common
development. In this demonstration, we show that the proposed
improving scheme can play an important role in defending
against stealthy attack. We demonstrate why the encrypted
controller and the intrusion detection are able to stimulate one
another for common development and show how we combine
the encrypted controller with the intrusion detection system to
defend against stealthy attack (Figure 3, 4).
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Fig. 3. Results of classification using the normal or encrypted signals.
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Fig. 4. Comparison of detection results with/without the encrypted controller.
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